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Charles G. Perreaud - Commissioner of Jurors for NY State Courts in Monroe County

WARNING - JUROR
IDENTITY THEFT SCAM

In recent years a potential identity theft scam involving jurors has
surfaced throughout the country including the Rochester area.

The scam operates as follows:

- A caller will contact a citizen, usually who has not been summoned for
Jury Duty, telling them that they were summoned and failed to report.
The caller will imply that to avoid a fine, they need to confirm various
items of personal data, such as a Social Security Number, place of
employment, address, marital status etc.

- If caller ID is utilized, the call could trace back to 1-800-867-5309,
which is a bogus number.

Law enforcement authorities have been unable to track down the
perpetrators yet.

The Monroe Jury Office does not call citizens to ask for any kind of
personal or financial information. We mail a Jury Summons or a Non-
Compliance Notice and if follow-up is needed we contact jurors by
mail and ask for a return call from the juror during normal business
hours.

If you know of anyone who has been contacted, advise them
NOT to give any information out and to call the Monroe Jury
Office at 585-428-5370.

The attached handout from the State Banking Department provides
useful information for anyone who suspects they are a victim of identity
theft.
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Identity Theft: What You Need to Know

Thieves with access to personal information — Soczial Security number, birth certificate, PIN or credit card numbers, even pre-approved
credit card solicitations — can steal your identity and apply for credit in your name, racking up huge debts without you even knowing that it
has happened...until it's too late, Stay safe. Follow these simple suggestions,

Safeguard Your Personal Information;
= Request your free annual credit report from all three major agencies every year and check it carefully for suspicious activity. Order

the reports online at www.annualcreditreport.com. You will go through a simple verification process and your reports will be mailed
or emailed to you.

Keep your Social Security card, birth certificate and any other important identification documentation in a secure place.

= Be cautious about where you leave any documents. Think of your bills and bank and credit card statements as direct access 1o your
cash and secure them accordingly. Consider shredding sensitive documents rather than simply throwing them away. (Some thipves
will go through garbage to find personal information).

= Make sure to lock up personal files at work and be aware of who has access to your workspace and employee information.

» Do not give out personal information over the phone unless you initiated the call or are absolutely certain with whom you arg
speaking. Ask how any infarmation that you provide will be used and secured.

Photocopy the contents of your wallet in case your wallet or purse is lost or stolen. Copy both sides of your license, credit cards,
bank cards and all other pertinent information. Keep the copies in a secure place,

= Don't carry credit and debit cards that you absclutely den’t need. This will minimize the potential damage if your wallet is lost or
stolen. Be aware that some health benefit medical and pharmacy cards have your Social Security number imprinted on the front. If
you don’t need to carry these with you, don't,

Memorize personal identification numbers (such as your ATM card PIN) and online passwords. Don't keep those numbers or

passwords in your wallet or purse. Never write them on the cards themselves! Avoid using easily available personal information like

your own birthday, mother’s maiden name or consecutive numbers. If asked to provide your Social Security number, ask if another

identifier can be used instead.

= When using your credit card in restaurants or stores, keep a constant eye on your card and who is handling it. Be aware of “swipe
and theft” scams using card skimmers. A skimmer is a machine that records the information from the magnetic stripe on a credit
card to be downloaded onto a personal computer later. Your card can be swiped on a skimmer by a dishonest employee and that
data can then be used to make duplicate copies of your credit card.

= Be mindful of “shoulder surfers” when using ATMs and never use an ATM that looks like it has been tampered with or otherwise

altered.

= Report lost or stolen credit, debit or ATM cards immediately.
Protect Your Bank Accounts and Your Mail:

= Whenever possible, place passwords on your accounts, Review your account statements on a regular basis and consider using online
or phone balance and transaction review features, This will help you to quickly netice any discrepancies that could indicate
fraudulent activity,

= Shred documents that contain personal information before discarding them. Shred all unwanted balance transfer checks and pre-
approved offers for credit cards or lcans before disposing of them,

= Be careful about information you provide on your personal checks. Never print your driver’s license or Social Security number on
your checks.

= When ordering new checks, pick them up at the bank rather than having them mailed to your hame. If you have a post office box,
use that address on your checks rather than a home address. Store new and cancelled checks in a secure place not accessible to
others,

= Do not write your account number on the outside of payment or deposit envelopes.

Pay attention to your billing cycles. If you don't get your bills in the mail on time, be suspicious and call the company to make sure
that no one has changed your billing address or diverted your mail,

= Check your credit reports on a regular basis. Order a copy of your credit report from each of the three major credit-reporting

http://www.dfs.ny.gov/consumer/idtheft.htm






